YBaxkaeMble KOJIJIeTH, IOpOrUe Jpy3bsi!

Pesaknusa ¢gejepaJibHOro Hay4YHO-MPAKTHYECKOI0 KYpPHa/lAa «IKCHepT-KPUMHUHATUCTY
U MockoBcKas akajJiemus CiejcTBeHHOro komureTa Poccuiickoi ®degepaliuu nojgsBeiy UTO-
ra BcepoccHicKOro KOHKypca MOJIOABIX YYeHbIX HA JIYYHIYI0 HAYYHYIO CTAThI0 B XKYpHAJI
«IKCIepT-KPUMUHAJIMCT» KMeHH npogdeccopa B.U. Komuccaposa.

KoHkypchas koMmuccus paboTaJjia moJi pyKoBO/JCTBOM CoOllpe/cejaTesIei:

— 1.0.3aBe/lyI0IIel kKadeapoit KpUMUHANTUCTUKY, JUpeKTopa [leHTpa npaBOBOM aKCTIEpPTU3HI B
cepe npoTUBOENCTBUS U/IE0JIOTHU TEPPOPU3MA U MPOPUNAKTUKU SKCTPEMU3MA YHUBEPCUTETA
umenu O0.E. Kytaduna (cm. Hwke) (MI'HOA) fokTopa ropuiMYeCcKUX HAYK, IOKTOpa GUJI0J0TUYECKUX
Hayk, npodeccopa E.U. FaiammHOM;

— PYKOBOJUTEJS yIIpaBJeHUs Hay4HO-UCC/IeJ0BATENbCKOM AeATebHOCTH (HayYHO-UCC/e10-
BAaTEJIbCKOIO MHCTUTYTa KPUMHUHaNAUCTUKN) [J1aBHOTO ynpasneHusa KpuMmuHanucTuky (Kpumunnua-
Juctuydeckoro HeHtpa) CineacreeHHoro komurera Poceniickoit Pefepannu KaHauaaTa lopuaude-
ckux Hayk A.B. XMeJIEBOIA.

[loG6eauTensimu Koukypca B 2023 roay npu3HaHbI:

AjxamMoBHY BadecnaB BiiaguMHpoBHUY, KypcaHT CaHKT-IleTep6yprckoro yHUBepcuTeTa
MB/I Poccuu (auIuiom I creneHH); no/yyu NpaBo Ha 6ecrnjaTHY0 rofioBYy 0 MOANUCKY Ha J106 oW
>kypHaa Uzpatenbckoil rpynnet «Opucty;

JleoHTbeB AHTOH /IMUTpHUEeBHY, obyuyatonuiica CapaToBCKO# rocylapCTBEHHOH OpUaUYe-
ckoi akagemuu (AunIoM Il creneHM); nosy4yus npaBo Ha GecnjaTHYIO TOJOBYIO NMOAMUCKY Ha
JKYpHaJ «IKCIepT-KpUMMHAMHUCT»;

Xamuaysimaa EkaTepuHa 3ayapAoBHa, obydawmascs UHcTuTyTa npaBa Ydumckoro yHu-
BepcuTeTa HayKu U TexHoJiorui (auimviom III crennenn); nosy4usia npaso Ha 6ecrlaTHYIO FO40BYIO
HNOANHKCKY HA )KypHaJ «IKCNepT-KPUMHUHATUCT».

[Ipusepamu Konkypca craau (@.1.0. ykasaHbl B HOpA/iKe, ollpeeJIEHHOM 10 YMCIy Ha-
OpaHHBIX 6a/IJIOB):

KoHo6eeBa Codba AnekcaHJIpOBHA, obyyatouiasaca lleHTpanbHoro ¢unuana Poccumckoro
rocylapCTBeHHOT0 YHUBepcuTeTa npaBocyaus (r. Boponex);

JlanuHa AHacTacusa AsleKcaHAPOBHA, kypcant Caukxr-lleTepbyprecroro yuusepeutera MB/I
Poccun;

Myagames Pycian HypKaHoBUY, obyyatoumuiicsa Beicuiedd mkoabl npaBa OHK «MucTu-
TYT yNpaBJeHUA U TEPPUTOpPHUANbHOTO pa3BuTUA» bantuiickoro ¢enepanbHOro yHUBepcuTeTa
umenu M. Kaura;

bypaynu Upakauii HogapueBH4Y, oby4daoluica opuaudeckoro ¢akyabteta CeBepo-KaBkas-
CKOro FOpPHO-MeTaJIypruieckoro HHCTUTYTA (rocyAapCTBEHHOTO TEXHOJOTUYeCKOT0 YHUBEPCH -
TeTa);

bapmuH Kupus BiaraauMupoBud, obyvatomuiica Beicuiedt mkoasl npaBa OHK «HMucTH-
TYT yNpaBJeHUd U TePpPUTOpPHaNbHOTO pa3BuTUA» Bantuiickoro ¢enepanbHOTO YHUBEPCUTETA
umenu Y. Kanrta

Xa/IMKOB IMWIb AC/ISIMOBHY, oby4atomuidca MockoBCKOro rocyiapcTBEHHOT0 I0PU/IUYECKOTO
yHuBepcuTeTa uMeHu 0.E. Kytaduna (MI'TOA);

basia6aeBa AHacTacusi CepreeBHa, oby4atonjasica CapaToBCKOW rocyaapcTBEHHOM OpUndye-
CKOU aKaJeMHH.

B aTom HOMepe MbI my6/iMKyeM cTaTbd NobeAuTe e, MpU3epoB U oTMedeHHbIX KOHKypCcHOM
KoMmuccher yuacTHUKOB Konkypca. Ul «l0pucTy» nocpeacTBOM Mo4TOBOM CBA3M HecniaTHO Hanpa-
BUT KaXK/IOMY OZlMH 3K3eMILJIAP KYpHasa ¢ ony61UKOBAHHOW CTATheM.

[lo sanpocy, nanpasaenHomy B agpec UT' «H0puct» (avtor@lawinfo.ru) ¢ agpeca anexTpoHHo#
MOYTHI AaBTOPA, yKa3aHHOTO B 3asBKe, MOXKHO MOJIYYUTh B 3JIEKTPOHHOU popMe cepTUPUKAT y4acT-
Huka Konkypca.

OpraHM3aTopbl BRIPAXKAOT 6JIaroiapHOCTh BCEM MOJIOJAbIM yY€HbIM M UX HacTaBHHKaM,
KTO IpOoABHUJI HHTEPEC K KPUMHHA/JIMCTHKE H NOATOTOBHJI CTAThbH, MOCBAIIEHHbBIEC aKTydJIb-
HBIM Ipo6JieMaM 60pbOBI C NPECTYIIHOCTHIO!
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[aHHbIX POCCUINCKOro MHAEKCa Hay4YHOro LMTYPOBaHUS
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Specific Features of the Method of Committing Cybercrimes within the Framework of Social Engineering

Vyacheslav V. Adamovich, Student of the Faculty of Training Personnel for Investigative Subdivisions of the Saint-
Petersburg University of the Ministry of the Interior of the Russian Federation

Arbi R. Akiev, Head of the Department of Criminalistics of the Saint-Petersburg University of the Ministry of the
Interior of the Russian Federation, PhD (Law)

The articles analyzes methods of committing cybercrimes with the use of social engineering and methods of
committing cybercrimes with the use of hardware and software. The authors suggest potential means of combating
attacks of cybercriminals.

Keywords: crime investigation, cybercrime, social engineering, IP spoofing, pretexting.

Neurocomputing: Opportunities and Prospects of Application in Crime Investigation

Anton D. Leontyev, Bachelor Student of the Saratov State Law Academy

Natalya I. Valkiriya, Chief Research Scientist of the Legal Research Institute of the Baikal State University, LL.D.,
Associate Professor

The article reviews the possibility of application of neural network technologies to solve tasks of criminal proceedings.
The authors list certain positive examples of the use of neurocomputing in the foreign crime investigation practice.
The paper studies specific areas of the application of the methodology of neural network use in the activities of Russian
law enforcement authorities. It is suggested to use neural network technologies to improve algorithms of making a
videofit of criminals (creation of the criminal's image based on a text message).

Keywords: neurocomputing, artificial intelligence, crime investigation, search for a criminal, crime scene modeling,
digitalization.

On Problems of the Use of Innovative Technologies in Crime Investigation

Ekaterina E. Khamidullina, Student of the Law Institute of the Ufa University of Science and Technology

Farit G. Aminev, Professor of the Department of Criminalistics of the Law Institute of the Ufa University of Science and
Technology, Honored Lawyer of the Republic of Bashkortostan, LL.D., Professor

Today, we see the growing role of innovative technologies in solution and investigation of crimes. The article reviews
some opportunities of raising the efficiency of criminalistic registration and forensic expert activities. The authors single
out some problems and give criminalistic recommendations for the development and implementation of innovative
technologies in the crime combating practice, including improvement of the record maintenance procedure based on
digital technologies.

Keywords: criminalistic registration, digitalization, reference information funds, innovative technologies, special
knowledge, forensic examination.

The Interrogation Tactics during Pre-Trial Investigation: The Identification and Prevention of Errors

Anastasia S. Balabaeva, Bachelor Student of the Saratov State Law Academy

Olga A. Slavgorodskaya, Associate Professor of the Department of Criminalistics of the Saratov State Law Academy,
PhD (Law), Associate Professor

The relevance of the subject is explained by the importance of information obtained in the course of interrogation
of different types. The authors analyze the most common mistakes that occur during an interrogation at the pre-trial
investigation stage. The most challenging practical aspects are identified and reviewed as a result of the performed
study. Specific features of the origination and means of solving mistakes in the course of an interrogation are determined.
The paper reviews measures that are aimed at raising the professional level of investigators, interrogators and give an
opportunity to optimize the interrogation tactics.

Keywords: investigative actions, criminalistic tactics, investigative mistakes, interrogation, preparation for an
interrogation, interrogation minutes.

The Practice of the Use of Special Knowledge from the Applied Psychophysiology Sphere

in the North Caucasus

Irakly N. Burduli, Student of the Law Faculty of the North Caucasian Institute of Mining and Metallurgy (State
Technological University)

Tamerlan S. Batyrov, Head of Kedr Analytical Center, Lecturer of the Center for Applied Psychophysiology, Lecturer
of the Vladikavkaz College of Economy and Law

Today, Russian polygraphology, having a solid scientific and methodological foundation, actively assists law
enforcement agencies and state security agencies in investigating crimes. However, despite the positive results, law
enforcement officers are not always ready to admit that the criminal proceedings were successfully completed with the
help of a polygraph examiner. Competent specialists undeservedly remain in the shadows when the mistakes of non-
professionals are made public, increasing distrust of the method as a whole.

Keywords: investigation of crimes, criminal proceedings, polygraph, evidence, expert opinion, expert opinion.

Problems of the Identification and Investigation of Serial Killings

Sofya A. Konobeeva, Student of the Specialist Program of the Central Branch of the Russian State University of Justice

Elena L. Kombarova, Associate Professor of the Department of Forensic Examination and Criminalistics of the Central
Branch of the Russian State University of Justice, PhD (Law), Associate Professor

The article is dedicated to an analysis of problems arising in the course of the identification and investigation of
serial killings. The authors characterize complications caused by the absence of a legal definition of serial killings that
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would reflect essential attributes and features of this phenomenon. The paper notes the absence of clear regularities
characterizing the connection between a criminal and a victim. Some problems associated with the identification
of a series of criminal acts are raised.

Keywords: serial killings, criminal, crime victim, investigation of crimes, criminalistic methodology.

The Role of Palynology in Crime Investigation

Anastasia A. Lapina, Student of the Faculty of Training Personnel for Investigative Subdivisions of the Saint-
Petersburg University of the Ministry of the Interior of the Russian Federation

Oksana L. Romanova, Senior Lecturer of the Department of Criminalistics of the Saint-Petersburg University of the
Ministry of the Interior of the Russian Federation

The article reviews the importance of a spores and pollen analysis in the forensic examination. It is noted that such
study can facilitate solution and investigation of crimes. The authors prove the need for the use thereof in practical
activities of law enforcement authorities of the Russian Federation.

Keywords: palynology, spores, pollen, spores and pollen analysis, crime scene, crime investigation.

The Use of Digital Personality Profiles and Neural Networks in the Identification and Investigation of Crimes

Ruslan N. Muldashev, Student of the Higher School of Law of the Institute of Management and Territorial
Development of the Immanuel Kant Baltic Federal University

Elena N. Kholopova, Senior Research Scientist of the Higher School of Law of the Institute of Management and
Territorial Development of the Immanuel Kant Baltic Federal University, LL.D., PhD (Psychology), Professor

Thearticleidentifies features and means of the creation of a digital personality profile. The authors describe advantages
of neural networks that can be used in the solution and investigation of crimes. The paper states that neural networks
can be used in the following spheres: identification of a criminal, processing of large data volumes, establishment of
connections between the available digital data by means of a complex analysis thereof. The publication touches upon
some specific features of the foreign experience in the use of neural networks in crime combating.

Keywords: neural network, digital personality profile, digital identifiers, data analysis, identification of a person,
criminalistic activities.

Tactical Features of Carrying out of Investigative Actions in Investigation of Extremist Crimes

Emil A. Khalikov, Graduate Student of the Kutafin Moscow State Law University (MSAL)

Aslyam N. Khalikov, Professor of the Department of Criminalistics of the Law Institute of the Ufa University of Science
and Technology, LL.D., Professor

The primary focus of the article is tactical and criminalistic aspects of investigation of extremist crimes that are
qualified as such due to religious radicalism. The authors note the importance of the moral framework of the criminalistic
tactics that affects the quality of interrelations between an investigator and an accused. The paper gives practical
recommendations for carrying out certain investigative actions at the participation of suspects and accused in cases
falling within the reviewed crime category.

Keywords: extremism, religious radicalism, investigative tactics, investigative actions, tactical maneuver, investigator's
ethics.

The Shadow Market Regulation in the Conditions of Sanctions

Arseny R. Danilevich, Student of the Faculty of International Economic Relations of the Financial University under the
Government of the Russian Federation

Anzhelika P. Buevich, Associate Professor of the Department of Economic Theory of the Financial University under
the Government of the Russian Federation, PhD (Economics), Associate Professor

Under the conditions of sanctions restrictions affecting most spheres of the Russian economy, the share of the shadow
sector is increasing both in the financial and entrepreneurial sector of modern Russia. Due to this reason, it is important
to impose not only restrictive measures emanating from the state, but also supportive measures softening the legal
framework in the form of decriminalization of a number of entrepreneurial articles of the Criminal Code of the Russian
Federation. The article examines the relevant measures that have been taken or can be taken to mitigate the growth rate
of the shadow economy in the situation of sanctions.

Keywords: shadow economy, financial market, sanctions, market regulation, crimes in the sphere of economy,
criminalistic prevention.

Key Problems Arising in Carrying out of a Forensic Portrait Examination

Vyacheslav V. Nikolaev, Student of the Investigator Training Faculty of the Moscow Academy of the Investigative
Committee of the Russian Federation

Sergey V. Kharchenko, Head of the Department of Criminalistics of the Moscow Academy of the Investigative
Committee of the Russian Federation, LL.D., Professor, Colonel of Justice

With proper use, forensic photography can significantly facilitate the work of law enforcement agencies and the court.
In this way, objects of importance for the criminal case can be recorded and evidentiary information obtained during the
production of investigative actions and expert studies.

Keywords: criminalistics, identification, forensic portrait examination, objects of research, image analysis, expert
opinion.
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